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How attackers can abuse data publicly accessible in S3 buckets

03The Data on the Danger of Publicly Exposed S3 Buckets

Once data is publicly accessible it’s easy to obtain. There are many websites that enable you to search for publicly accessible 

documents in S3 buckets. Any person in the world, including, of course, attackers, can access and then mine this data – from 

phone numbers, addresses, and credit card details to internal proprietary information and private medical information. Armed 

with this information, attackers can then do a number of things with long-standing impacts on the organization to which the 

data belongs—from mis-use of proprietary information to gain an unfair competitive advantage to credit card fraud to 

ransoming of customer data. And, of course, organizations also have to worry about potential compliance violations due to 

misuse of regulated data like PHI, PII or credit card information.

What we discovered (including statistics)

As mentioned, we used a sample size of 85,000+ publicly accessible buckets and the files within. Then we used our unique 

classification software to determine how much of this data was sensitive data. Based on this we concluded that a full 21% of 

these representative buckets contained sensitive data. We found everything from internal company performance reviews, 

complaints filed by employees, welfare payment details, private medical information, financial information to the more standard 

but still concerning username, zip code and email address.

Examples of real-world impacts

Organizations across industries, regions, and sizes should beware of the risk of sensitive data being made inadvertently or 

unintentionally publicly accessible. To put it into real-world context, here are just a few examples of organizations who’ve seen 

the impacts from data in publicly exposed buckets, and, unfortunately, the subsequent press coverage.

& 3TB of airport data from Columbia and Peru including employee PII as well as information on planes, fuel lines, and GPS map 

coordinates were found to be publicly accessible in an S3 bucket, without any authentication required for access.7

& Microsoft experienced a leak of customers’ contact information, including such data as names, email addresses, the email 

content, phone numbers, and files linked to business between affected customers and Microsoft or an authorized Microsoft 

partner.


& McGraw-Hill accidentally exposed more than 100,000 students’ personal information like names, emails, and grades and via 

their misconfigured S3 buckets.'

& Patient information from a COVID-19 testing service was identified as exposed by a cybersecurity expert who then notified 

the owner of the data, hopefully before attackers found it.	

& Then there is the defunct digital marketing company Reindeer that left its S3 bucket open to the public after going out of 

business, exposing 50,000 customer files.9

The list could go on, and on, but we’ll stop here so we can move on to the data. Oh yes, it’s always all about the data.

Organizations of all sizes, across all industries and geographies need to beware the risk of publicly exposed 

sensitive data
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05The Data on the Danger of Publicly Exposed S3 Buckets

Because we had to obfuscate to protect the anonymity of the innocent, what you’re looking at are: Files containing PII of people 

who used a third-party chatbot service on different websites – including names, phone numbers, emails – and the messages 

sent to the bot (for example – people seeking welfare benefits); files containing loan details – name, loan amount, credit score, 

interest rates and more; a participant report for an athletic competition, including PII (name, address, zip code, email and more) 

and medical info; a VIP invite list including names, email, and address information; file with first names, last names, ethereum 

address and bitcoin address information, and block card email addresses.

Where are these leaks coming from?

Now that we had discovered that there was indeed a lot of sensitive data publicly exposed, and some of it, as listed above, 

incredibly concerning, we wanted to understand where the exposure was happening.

Misadventures in misplaced data

As expected, quite a few of these files are public due to a simple mistake made by the person configuring the bucket’s access 

policy or the person unintentionally adding private, sensitive data to a publicly accessible bucket. Most of the most concerning 

data we found was due to the latter, the advent of “misplaced” data. Things that lead us to believe that these files were 

exposed due to mistakes in general:

ÖÞ The bucket itself is not public, and only half of the files in the bucket are public and contain private PII. Because it is only half 

of the files, it’s a natural assumption that these were clearly not meant to be public, and we assumed it was a mistakeÞ

µÞ Some were “old” public files which, again, contain PII which obviously shouldn’t be public (such as data that dates back a few 

years), also pretty logically a simple oversight.

We believe most of the sensitive data we found is misplaced and not misconfigured because we found buckets with data types 

that should be in a publicly accessible bucket, but one file that didn’t belong and had sensitive data. The clear implication from 

that is that this file was misplaced in this bucket intended to be public.

Name Email Are you on Unemployment? Are you a Veteran/ Active Military Last 4 digits of SSN Address City Country Zip Code Driver's License or State ID

BH BI BK BN BU BV BW BX BZ

Last Name First Name Gender DOB Email Address Phone Number Address 1 Address 2 City State Zip Country Emergency Phone Medical Info Citizenship

B C F I M N O P Q TSR V AE AL
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07The Data on the Danger of Publicly Exposed S3 Buckets

If you want to change public access for a single object (file) (this is also the only way to see if a file is publicly accessible):

� Sign in to the AWS Management Console and open the Amazon S3 console at 

� In the Buckets list, choose the name of the bucket that contains the object�

� In the objects list, choose the name of the object for which you want to set permissions�

� Choose Permissions�

� Under Access control list (ACL), choose Edit�

� Select the check boxes for the permissions that you want to change, and then choose Save�

� Notice that if these boxes are selected (any one of them), anyone can access this object (since anyone can create a free 

AWS account)

https://console.aws.amazon.com/s3�

Everyone(public access)

Authenticated users group 

(anyone with an AWS 

account)

Group

Group

http://acs.amazon

http://acs.amazon

aws.com/groups/global/AllUsers

aws.com/groups/global/Authen 
ticatedUsers

Read

Read

Read

Write

Read

Write

This last mitigation and access control technique would need to be done on a continuous basis for any buckets 

with object-level exposure enabled where others have access, given that the owner cannot control those users 

and what files they may copy, post, share.

Follow these steps if you need to change the public access settings for a single S3 bucket.

Sign in to the AWS Management Console and open the Amazon S3 console at �

� In the Bucket name list, choose the name of the bucket that you want�

� Choose Permissions�

� Choose Edit to change the public access settings for the bucket. For more information about the four Amazon S3 Block Public 

Access Settings, see Block public access settings�

� Choose the setting that you want to change, and then choose Save�

� When you’re asked for confirmation, enter confirm. Then choose Confirm to save your changes.

 https://console.aws.amazon.com/s3/

This is best for when you have a need for public s3 buckets in your environment, but the particular bucket in 

question should not be publicly accessible.

https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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